Manual of Policy and Procedures

Title Number Page

INFORMATION TECHNOLOGY AND 421 1
DATA SECURITY SYSTEMS Date 6/1/06

PURPOSE
This policy creates a framework for the establishment and maintenance of VSC data security

systems designed to protect the confidentiality, integrity, and availability of information assets,
information systems, and the networks that deliver the information.

STATEMENT OF POLICY

The Vermont State Colleges will develop, implement and monitor systemwide data security
policies to protect the confidentiality, integrity, and availability of information assets,
information systems, and the networks that deliver the information. The policies will establish
standard processes and practices to be implemented systemwide across a range of information
technology and data security areas, including but not limited to password management, laptop
and desktop security, email practices, information sensitivity classification and data exchange,
encryption and data security audits. The Board of Trustees will receive regular updates on the
development and implementation of data security policies and procedures, and on the results of
monitoring existing policies and procedures.
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